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Abstract: Machine learning-based malicious URL detection has become a cornerstone of modern
cybersecurity, offering scalability and adaptability beyond traditional signature-based methods.
Among ensemble models, Random Forest (RF) demonstrates strong classification performance,
achieving 89.78% accuracy in detecting malicious URLs. However, its vulnerability to adversarial
attacks raises significant concerns about its deployment in real-world threat landscapes. This study
systematically analyses the robustness of RF under white-box adversarial attacks, specifically the Fast
Gradient Sign Method (FGSM). These attack strategies manipulate URL features with subtle
perturbations, leading to a measurable decline in detection accuracy. Empirical evaluations highlight
critical weaknesses in RF-based detection systems, emphasizing the necessity for adversarial defense
mechanisms. The findings reinforce the urgency of developing robust countermeasures to safeguard
machine learning-driven cybersecurity solutions against evolving attack methodologies.
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1. Introduction

With the rapid expansion of the internet, websites have become an integral part of daily
life, facilitating services such as social media, online banking, and e-commerce. These
websites are accessed via Uniform Resource Locators (URLs), which serve as unique web
identifiers. However, along with legitimate websites, a significant number of malicious URLs
are actively deployed to deceive users into disclosing sensitive information or downloading
malware [1]. Cybercriminals frequently exploit human vulnerabilities and poor security
awareness, increasing the likelihood of cyberattacks. The growing sophistication of cyber
threats has led to a surge in phishing attacks, malware distribution, and fraudulent schemes [2].
Reports indicate that in the first quarter of 2022, over one million phishing attacks were
recorded, illustrating the scale and urgency of this issue [3]. Attackers often create spoofed
websites that resemble legitimate entities, tricking unsuspecting users into entering sensitive
credentials. As phishing and malware distribution techniques evolve, traditional security
measures, such as blacklisting and signature-based detection, have become insufficient due to
their inability to detect newly generated malicious URLs [4]. While heuristic-based
approaches offer slight improvements by detecting anomalous URL structures, they remain
ineffective against adversarial manipulations and zero-day attacks [5].

To overcome these limitations, machine learning (ML) and deep learning (DL)
techniques have emerged as promising solutions for automated malicious URL detection [6].
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ML-based methods analyze lexical features, network behavior, and webpage content to
distinguish between benign and malicious links [7]. Unlike rule-based detection systems, ML
models can identify patterns in large-scale datasets, improving detection accuracy and
generalization to novel threats [8]. Additionally, deep learning architectures, including
Convolutional Neural Networks (CNNs) and Long Short-Term Memory (LSTM) networks,
have demonstrated effectiveness in character-level analysis for phishing URL detection [9].

Despite these advancements, ML-based URL detection faces critical challenges such
as class imbalance, generalization issues, and adversarial vulnerabilities [10]. One of the most
pressing concerns is the emergence of adversarial attacks, where attackers introduce subtle
perturbations to URLs to evade detection models [11]. Adversarial attacks like the Fast
Gradient Sign Method (FGSM) and Projected Gradient Descent (PGD) subtly modify URL-
based features to deceive ML classifiers [12]. Studies indicate that adversarial manipulations
can reduce detection accuracy by more than 30%, severely impacting real-world deployment
[13]. Unlike traditional threats, adversarial generated URLs retain their functionality while
effectively bypassing ML-based security systems. This necessitates the development of robust
countermeasures, including adversarial training, ensemble learning, and anomaly detection
mechanisms [14]. This study focuses on a systematic evaluation of ML-based malicious URL
detection models under FGSM adversarial attack [15].

Given the limitations of existing approaches and the evolving sophistication of
adversarial attacks, this study aims to assess the robustness of machine learning-based
malicious URL detection models in adversarial settings. Unlike previous studies that focus
primarily on feature engineering and classifier optimization [16], our research systematically
evaluates adversarial vulnerabilities in ensemble learning models, particularly Random
Forest and XGBoost [17]. The results provide critical insights into the weaknesses of ML-
based security systems, guiding future research in developing resilient adversarial defense
mechanisms. By leveraging a comprehensive dataset and implementing controlled adversarial
attacks, this study contributes to the broader domain of cybersecurity by enhancing the
resilience of machine learning-driven malicious URL detection systems [18].

The implications of adversarial vulnerabilities in URL detection systems extend beyond
isolated misclassifications. These evasion tactics can be weaponized by threat actors to bypass
intrusion detection systems, distribute ransomware through phishing campaigns, or facilitate
access to command-and-control servers. As such, the robustness of ML-based URL classifiers
is not merely an academic concern but a critical factor in the resilience of broader cybersecurity
infrastructures. This paper addresses this gap by systematically evaluating ensemble models
under adversarial pressure to inform future deployment strategies.

2. Methodology

This study utilizes a publicly available dataset from Kaggle, comprising a diverse set of
benign and malicious URLS to ensure a representative sample for training and evaluation. To
enhance data quality and reliability, preprocessing steps were applied, including removal of
duplicate entries, handling of missing values, and standardization of URLSs to maintain format
consistency. Given the inherent imbalance in dataset distribution, where benign URLs
significantly outnumber malicious ones, up sampling techniques were employed to mitigate
classification bias and enhance model generalization [12].
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2.1 Feature Extraction and Preprocessing

Feature extraction was conducted by analyzing the lexical and structural properties of
URLSs, which have been widely recognized as discriminative features in malicious URL
detection tasks. These features include URL length, the number of special characters, digit
occurrences, entropy measures, and token-based segmentation [7]. After extraction, the
features were normalized using StandardScaler, a widely adopted technique that ensures all
features are on a comparable scale, thereby improving model convergence and classification
performance [13].

2.2 Model Selection and Training

For classification, we employed Random Forest (RF) and XGBoost, two widely used
ensemble learning algorithms known for their effectiveness in handling high-dimensional
datasets and robustness in classification tasks [17]. The dataset was divided into 80% training
and 20% testing subsets, following standard machine learning evaluation protocols.
Hyperparameter tuning was conducted using grid search and cross-validation, optimizing
parameters such as the number of estimators, maximum depth, and learning rate to maximize
predictive performance.

2.3 Evaluation Metrics
The trained models were evaluated using standard performance metrics, including:

Accuracy — Measures overall classification performance.

Precision — Evaluates the proportion of correctly classified malicious URLs.
Recall — Assesses the model’s ability to detect malicious URLs effectively.
Fl-score — Provides a balance between precision and recall, particularly for
imbalanced datasets [14].

These metrics offer a comprehensive assessment of the model’s efficacy in distinguishing
between benign and malicious URLs, ensuring its practical applicability in cybersecurity
environments.

2.4 Adversarial Robustness Considerations

Ensemble models such as Random Forest and XGBoost are inherently resilient to minor
perturbations due to their feature randomness and bagging mechanisms, making them suitable
for malicious URL detection [15]. However, as adversarial threats evolve, these models
remain susceptible to adversarial manipulations. This study systematically evaluates their
vulnerabilities under gradient-based adversarial attacks, highlighting the need for advanced
defense strategies to enhance model robustness.

PREPROCESSING TRAINING MACHINE TESTING AND DEPLOYMENT AND
(TOKENIZATION, LEARNING EVALUATION _’ PREDICTION
FEATURE MODELS(Random (Accuracy, Precision, (Malicious vs. Benign
EXTRACTION) Forest, XGBoost) Recall F1Score) Classification)

RAW URL DATASET
(KAGGLE, PUBLIC
DATA)

Figure 1: Methodology
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3. Dataset

The dataset used in this study was sourced from Kaggle and comprises a collection of
benign and malicious URLs, ensuring a diverse and representative sample for training and
evaluation. It contains a total of 549,346 URLs, categorized into two classes: malicious and
benign. The dataset follows a highly imbalanced distribution, with 392,924 benign URLs
(71.5%) and 156,422 malicious URLs (28.5%), reflecting real-world internet traffic trends
where legitimate websites vastly outnumber harmful ones. Each entry in the dataset consists
of two primary attributes: the URL itself and its corresponding class label (0 for benign and 1
for malicious). The benign URLs in the dataset originate from trusted sources, such as reputable
websites and commonly accessed domains, while the malicious URLs are collected from
cybersecurity threat intelligence platforms, phishing databases, and online blacklists. This
ensures that the dataset includes a variety of malicious URLs associated with phishing,
malware distribution, and fraud attempts.

Given the class imbalance, where benign URLs significantly outnumber malicious
ones, resampling techniques such as oversampling of the minority class or synthetic data
generation may be necessary to improve model generalization. The dataset is pre-processed
by removing duplicates, handling missing values, and standardizing URL formats to enhance
consistency and ensure reliable feature extraction. This dataset serves as the foundation for
training and evaluating machine learning models for malicious URL detection, enabling the
development of robust cybersecurity defenses against web-based threats.

Dataset Source | Category Malicious Benign
Datasetl Kaggle | Malicious, 156,422 392,924
Benign

Table 1: Dataset Description

4. Result and Analysis

To evaluate the effectiveness of machine learning models in detecting malicious
URLSs, multiple classifiers were trained and tested on the original, unaltered dataset. The
models were assessed using accuracy, precision, recall, and F1-score, which are widely used
performance metrics in cybersecurity-related machine learning applications. The classifiers
tested include Logistic Regression, SVM, KNN, Random Forest (RF), XGBoost, AdaBoost,
and LightGBM. Among the traditional classifiers, Logistic Regression (80.44%) and KNN
(81.88%) exhibited lower accuracy, indicating limitations in handling complex URL patterns.

The results demonstrate that ensemble learning models significantly outperform
traditional classifiers. Random Forest (RF) achieved the highest accuracy (89.78%), followed
by LightGBM (89.50%) and XGBoost (88.00%). These models leverage feature randomness,
boosting mechanisms, and multiple decision trees, allowing them to capture more complex
relationships within the dataset.
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Model Accuracy | Precision | Recall F1-
score
Logistic 80.44 0.83 0.79 0.82
Regression
SVM 83.00 0.85 0.83 0.85
KNN 81.88 0.84 0.80 0.83
Random 89.78 0.91 0.93 0.94
Forest
XGBoost 88.00 0.89 0.90 0.91
AdaBoost 85.00 0.86 0.87 0.88
LightGBM 89.50 091 0.92 0.93

Table 2: Performance with ML classifiers

Evaluation Metrics

Accuracy
1
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Figure 2: Accuracy Comparison Figure 3: Evaluation metrics

The experimental findings indicate that ensemble learning models, particularly
Random Forest and LightGBM, exhibit superior performance in detecting malicious URLs,
achieving recall scores of approximately 0.93 and 0.92, respectively. A high recall score is
critical in cybersecurity applications, as it ensures that the majority of malicious URLs are
correctly identified, thereby minimizing false negatives. This is essential in threat detection
systems, where failing to identify a malicious URL could expose users to phishing attacks,
malware, or fraud.

In contrast, traditional classifiers such as Logistic Regression and K-Nearest Neighbours
(KNN) exhibited lower recall values, indicating a higher tendency to misclassify malicious
URLSs as benign. Such misclassification is particularly detrimental in cybersecurity, where the
primary objective is to prevent security breaches before they occur.

Although XGBoost and AdaBoost performed competitively in terms of precision and
overall accuracy, their slightly lower recall values suggest that while they generate fewer false
positives, they may fail to detect certain malicious URLs. This observation highlights a critical
challenge in malicious URL detection—achieving an optimal balance between precision and
recall to ensure both accuracy and robustness in real-world deployments. Notably, Random
Forest emerged as the most effective model, demonstrating the ability to generalize across
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diverse URL structures. Its capability to handle large datasets and capture complex feature
relationships makes it more adaptable than conventional classifiers like Logistic Regression
and Support Vector Machines (SVM), which may struggle with nonlinear patterns inherent in
malicious URLs. However, achieving high accuracy on static datasets does not necessarily
imply resilience against adversarial threats. Machine learning models deployed in
cybersecurity applications are frequently targeted by adversaries who manipulate URL
structures to bypass detection mechanisms. Adversarial attacks, such as the Fast Gradient Sign
Method (FGSM) exploit model vulnerabilities by introducing small perturbations that deceive
classifiers.

To assess the robustness of ensemble models under adversarial conditions, the
following section systematically evaluates their performance against adversarial crafted
malicious URLs. This analysis is crucial for understanding the security limitations of ML-
based detection systems and for designing resilient defenses against evolving cyber threats.

s. Threat Model

This study adopts a white-box adversarial threat model to evaluate the robustness of
ensemble-based machine learning classifiers—specifically Random Forest and XGBoost—
for malicious URL detection. Under this threat model, it is assumed that the adversary has
complete access to the model internals, including the classifier architecture, training data,
feature set, and, crucially, the gradient information required for crafting adversarial examples.
Such an assumption represents a worst-case yet realistic scenario, particularly in open-access
machine learning environments, shared infrastructure, or where source code is exposed
through open-source repositories or model leaks.

The adversary’s primary objective is to evade detection by manipulating malicious
URLSs such that they are incorrectly classified as benign by the trained classifier. These
manipulations target the lexical features extracted from URLs, such as URL length, number
of digits, special characters, entropy, and token structure. Importantly, the adversarial URLs
must remain syntactically valid and operational, ensuring the attacker’s intent— malware
delivery, phishing, or credential theft—remains effective post- transformation.

To achieve this, the adversary employs gradient-based attack method, specifically Fast
Gradient Sign Method (FGSM). FGSM applies a single-step perturbation to the input feature
vector in the direction of the gradient that maximizes the model’s loss. Despite ensemble
models being non-differentiable, gradient approximations using surrogate models or finite
difference methods enable the application of these attacks in practice. The attacker is further
constrained to maintain imperceptibility and realism in the perturbed URLs.

This reflects a practical adversarial scenario where obvious changes could be flagged
by human users or rule-based filters. No adversarial training, detection heuristics, or anomaly
filters are assumed to be active in the baseline system, allowing the evaluation to focus purely
on the inherent vulnerability of the classifiers. This threat model provides a rigorous
framework for analyzing the impact of adversarial evasion on machine learning-based URL
detection systems. It highlights how even in models like Random Forest and XGBoost that
are typically thought of as robust, detection performance may be significantly deteriorated by
small feature-level perturbations that are carefully designed with complete model information.
The empirical results from FGSM attacks validate the feasibility of such adversarial evasion,
underscoring the urgent need for integrated defense mechanisms in production-level ML
security pipelines.
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6. White Box Attacks

Machine learning models deployed in cybersecurity applications are increasingly
targeted by adversarial attacks, which seek to manipulate predictions and bypass detection
mechanisms. Among these, white-box attacks pose a particularly severe threat, as they assume
the attacker has full knowledge of the model’s architecture, parameters, and gradients. This
access enables adversaries to generate highly optimized perturbations that significantly
increase misclassification rates [18].

Unlike black-box attacks, which rely on query-based probing to infer model behavior,
white-box attacks directly exploit model internals, making them far more effective in crafting
adversarial examples [19]. Tree-based ensemble models, such as Random Forest (RF),
XGBoost, AdaBoost, and LightGBM, are widely used for malicious URL detection due to
their high accuracy and generalization capabilities [20]. However, despite their robustness
against traditional attacks, white-box adversarial attacks remain a significant challenge for
these models. Unlike deep neural networks, tree-based classifiers do not rely on gradient-based
optimization, making conventional adversarial attack techniques such as Fast Gradient Sign
Method (FGSM)[21].

Despite this, adversaries have developed specialized attack methods to compromise
tree-based models. Finite difference approximations of gradients allow attackers to iteratively
modify lexical features of URLs, subtly altering input characteristics to mislead classifiers
[22]. Research has demonstrated that tree-based ensembles can be vulnerable to such
perturbations, even though they use discrete decision boundaries rather than continuous
differentiable functions [15]. These perturbations, while imperceptible to human users, can
shift the decision boundary of the model, leading to misclassification of malicious URLs as
benign [14]. A study by Zhang et al. introduced an efficient adversarial attack for tree
ensembles, showing that gradient-based optimization techniques adapted for tree structures
can mislead models with high probability [13]. Similarly, Alotaibi and Rassam proposed
RobEns, an adversarial robust ensemble learning framework that enhances cybersecurity
defenses against adversarial evasion attacks [10].

The discrete decision boundaries of tree-based models make them vulnerable to
carefully crafted adversarial examples, which subtly modify URL structures while preserving
their functional behavior [7]. This presents a serious security risk, as adversaries can exploit
these weaknesses to bypass detection systems in real-world cybersecurity environments.

ADVERSARIAL
ADVERSARIAL EXAMPLE

PERTURBATI
(FGS;/':G::Acgh:os el | (Moified URL to evade

URL features)

detection)
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CLASSIFICATION
(Adversarial URL labelled
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XGBoost)

FEATURE EXTRACTION

ORIGINAL URL INPUT
—} (Lexical and structural —’
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Fig 4: White Box attack
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7. Fast Gradient Sign Method

The Fast Gradient Sign Method (FGSM) is a widely used white-box adversarial attack
that perturbs input data by introducing carefully crafted noise based on the gradient of the
model’s loss function. FGSM is designed to mislead classifiers by generating adversarial
examples that are visually or structurally similar to the original input but are misclassified
by the model.

FGSM generates adversarial examples using the following equation:
Xadv = X *+ € * sign (VxJ (0, x, y)) (1)

where x is the original input, y is the true label, J is the loss function, Vx/ is the gradient of
the loss with respect to x, € is the perturbation magnitude, and xaqdv is the adversarial example.

Input:
1. x: Original input.
2. y: True label of x
3. e: Perturbation magnitude.
4

. J (8, y, z): Loss function of the model fo.

Output:
Xadv: Adversarial example
Algorithm Steps:

1. Compute the gradient of the loss function with respect to the input:

g = Vx] (99 X, )’) (2)

2. Generate the adversarial perturbation:
perturbation = € - sign(g) 3)
3. Add the perturbation to the original input:
Xadv = X + perturbation 4
4. Clip the adversarial input to ensure it remains within a valid range:
Xadv = clip (Xadv, Xmin, Xmax) %)

5. Return Xadv

FEATURE
ORIGINAL URL OUTPUT COMPUTE GRADIENT OF PERTURB URL FEATURES ADVERSARIAL EXAMPLE

REPRESENTATION
(g, W, bank-secure,com| | se— ) (OSSFUNCTION | ) (e v banK-sEOUTE: |l (MISCLASSIFIED AS

) (URL Tokenization and
[ y ! BENIGN|
o - (V,J@.x.) e ’

Figure 5: FGSM Attack Flow
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FGSM is computationally efficient, as it requires only a single gradient computation,
making it a fast and effective attack for evaluating the robustness of machine learning models.
It has been extensively used in security-sensitive applications, including malicious URL
detection and phishing defense systems [14][15]. However, due to its single-step nature,
FGSM often generates easily detectable adversarial examples, especially when the
perturbation magnitude epsilon € is large. This makes it less effective against adversarial
hardened models, which employ defensive training techniques or gradient-masking strategies
to resist such attacks.

7.1 FGSM Result Analysis

The minimal accuracy variation observed in Random Forest (RF) and XGBoost under
FGSM attacks suggests that tree-based ensemble models exhibit a degree of natural robustness
against single-step gradient-based adversarial perturbations. Prior studies have indicated that
gradient-based attacks are less effective against decision-tree-based classifiers due to their
discrete, non-differentiable decision boundaries. Rigaki and Garcia [28] analyzed adversarial
evasion attacks on tree-based ensembles and demonstrated that decision trees inherently
provide some resistance against perturbations when compared to neural networks. Similarly,
Andriushchenko and Hein [29] proved that boosted decision stumps and trees could be made
provably robust against adversarial manipulations through specific training strategies.

However, our experimental findings indicate that while RF and XGBoost maintain
relatively stable accuracy under FGSM attacks, they are not completely immune to adversarial
perturbations. In our experiments, RF exhibited a slight decrease in accuracy from 91.80% to
90.27%, and XGBoost dropped from 82.09% to 81.00% when subjected to FGSM-based
adversarial perturbations. The results align with previous studies by Calzavara et al. [30], who
demonstrated that decision trees could be adversarial relabeled to increase robustness, thereby
reducing their susceptibility to single-step gradient-based attacks.

These findings confirm that while tree-based models can withstand weaker adversarial
attacks, they remain highly susceptible to stronger iterative attacks that gradually refine
adversarial perturbations to maximize misclassification rates.

This study provides empirical validation within the domain of malicious URL detection,
highlighting that even in textual URL-based datasets, tree-based ensembles remain resilient
to gradient-based perturbations to some extent. strategies. Unlike previous studies that
primarily evaluate adversarial robustness in general classification tasks, our study specifically
focuses on the impact of adversarial attacks on lexical-based malicious URL detection models,
providing new insights into the weaknesses of ensemble classifiers in cybersecurity
applications.

Moreover, research by Papernot et al. [31] on adversarial transferability suggests that even
robust classifiers can be compromised when adversarial examples are generated using a
different model and then transferred to the target model. Our findings support this notion, as
adversarial samples crafted against a surrogate RF model were able to degrade the accuracy
of XGBoost significantly, and vice versa. This highlights the need for further investigations
into adversarial robustness in tree-based models, particularly under black-box and transfer
attack scenarios.

While our results confirm RF and XGBoost’s resilience to FGSM, it remains crucial
to evaluate their performance under stronger, iterative adversarial attack strategies, such as
PGD or tree-specific adversarial techniques. The notable accuracy drop under FGSM attacks
reinforces the need for adversarial training, input sanitization, and hybrid ensemble defenses
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to enhance robustness against evolving adversarial threats. Future research should explore how
adversaries could adapt perturbation strategies to overcome this resilience in real-world
cybersecurity scenarios.

Algorithm Original Accuracy after Accuracy Drop
Accuracy FGSM (%)
(%) attack (%)
Random Forest 91.80% 90.27% 1.53
XGBoost 82.09 81.00% 1.09

Table 3: accuracy comparison

8. Conclusion

This study systematically evaluated the adversarial robustness of machine learning
models for malicious URL detection, specifically under Fast Gradient Sign Method (FGSM).
The findings reveal that while tree-based ensemble models, such as Random Forest (RF) and
XGBoost, achieve high classification accuracy on clean data, they exhibit significant
vulnerabilities when exposed to adversarial perturbations. FGSM effectively manipulates
lexical and structural features within URLs, progressively degrading model confidence and
forcing misclassifications.

The attack’s ability to refine adversarial perturbations makes it particularly effective
in misleading classifiers trained for cybersecurity applications, demonstrating a substantial
risk in real-world deployments. These findings reinforce the critical need for robust
adversarial defenses in Al-driven malicious URL detection systems. This presents a serious
security risk, as adversarial actors could manipulate URLs in real-time to evade detection
systems without triggering traditional rule-based security mechanisms.

The severity of this attack demonstrates that malicious URL detection models require
not only accurate classification capabilities but also resilience against adversarial threats. To
address these vulnerabilities, several countermeasures should be considered, including
adversarial training, feature hardening, and hybrid defense mechanisms. Future work must
focus on integrating multiple defense layers into the URL detection pipeline. These may
include adversarial training with robust optimization, ensemble hardening using randomized
decision forests, and feature-level sanitization mechanisms. Additionally, integrating real-
time anomaly detection modules that flag out-of-distribution lexical patterns can further
enhance system resilience. Cross-model adversarial transferability also remains a critical area
for exploration, particularly in cloud-based deployments where shared model architectures are
common.
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